
8 FANTASTIC FORENSIC DOCUMENT CASES EXPLAINED

Forgery, Fakes, and Fraud



Have you ever wondered what it’s like working  
at the FBI Laboratory?  
Examining forensic evidence in a high profile case?  
Testifying against a suspected murderer?   

 

If yes, this ebook is for you!

Sharing intimate knowledge, I’ll take you behind the scenes 
of my most thrilling, complex, and infamous cases in private 
casework and at the FBI Laboratory.  
Get inside the minds of these subjects and an up-close look 
at the evidence.  Buckle up for a fearless forensic journey 
tackling murder, fraud, and forgeries revealing surprising 
conclusions and ultimate consequences. 
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Case Study Background
Lucas Helder studied at the University of Wisconsin before earning 

notoriety with a series of pipe bombs planted across the United States 

in May 2002.  Causing serious injuries to six people, Helder’s bombs sent 

pellets and nails flying into his victims without warning.  Over the course of 

several weeks and driving several thousand miles, Helder planted eighteen 

pipe bombs in rural mailboxes.  His targets successfully created a smiley-

face shape labelling him “The Smiley Face Bomber” .  

Typical fellow
Lucas Helder was a typical student 

enrolling at the University of Wisconsin;  

not far from where he grew up in Pine 

Island, Minnesota. Teachers describe 

Helder as a good, polite and a quiet 

student; while many friends described 

him as normal and peaceful. His 

roommate, however, noted that he had 

an increasing fascination with death.  A 

manifesto received one week before the 

bombings described his belief in “astral 

projection” - the idea that death is not 

the end of existence.  

Smiley-face bombing targets
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Behind the Scenes
Growing up in the Midwest, I was familiar 

with many of the small towns targeted and 

captivated by the nationwide manhunt.  

Days passed and police searched for 

Helder as evidence started piling up at 

the Laboratory.  Handwritten notes with 

baseball size holes blown through them 

were the first pieces of evidence I began 

to examine.  This was my first high profile 

case assigned at the FBI Laboratory.

 Poster from FBI Laboratory demonstrating bombing blast note

Picture of Lucas Helder
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Evidence for
Examination
Focusing on the missing text created by the 

blast, I processed all the notebooks recovered 

from Helder’s car for indented writing. The 

indented writing examination recovered 

the handwritten notes and the missing text 

created by the blast.  

A poster from the FBI Laboratory 

demonstrates one of the notes recovered 

at the crime scene and the indented writing 

recovered from one of his notebooks. 

Where is he now? 
Two years after the bombings, a judge 

declared Mr. Helder incompetent to stand 

trial. His competency was re-evaluated 

in 2013 and he was diagnosed with 

schizoaffective disorder. He currently 

remains incarcerated in the Federal Medical 

Center in Rochester, Minnesota. 

One of his victims, Delores Werting, 

expressed sympathy for Helder hoping he 

gets the help he needs while another victim, 

Doris Zimmerman of Anamosa, Iowa said 

“I’d rather not discuss this with anybody.”    

A third victim, Ken Dolphin, a letter carrier 

in rural Iowa returned to work after the 

incident. 

Inside the FBI 
Laboratory
With his eventual capture and arrest, 

numerous notebooks, papers and bomb 

making components were seized from his 

car. The sheer volume of the documentary 

evidence was staggering. Every page 

was examined for handwriting, indented 

writing, and any other examination 

producing evidentiary value.  

 

Also recovered were the messages to the 

victims. These handwritten notes were wrapped 

around the bombs arriving at the Laboratory 

with holes blown through the center. Observing 

indented writing impressions, the special 

photographic unit documented the notebooks 

and journals as they were recovered and 

processed for use at trial.  
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Case Study Background
In October 2002, a series of coordinated sniper style attacks left fifteen 

people dead across seven states including Washington D.C., Virginia and 

Maryland. The randomness of the attacks brought a heightened level of 

fear to local communities.  Victims were targeted pumping gas or pushing 

a shopping cart through a carpark.  Witnesses recall seeing a “white box 

truck” speeding away from the scenes leaving traffic at a standstill. 

Behind the Scenes
These attacks occurred one year after 

the 911 terrorist attacks and letters laced 

with anthrax were circulating through 

the mail. Living and working in DC at this 

time, people were scared.  Seemingly 

overnight, gas stations erected plastic 

tarps shielding cars from sniper’s bullets, 

driver’s avoided the Interstate, and 

opening mail seemed risky. 

Few investigative leads were recovered 

from the daytime attacks as the killers 

became increasingly brazen.  However, 

one message would change the course of 

the investigation, taunting the police with 

the handwritten message “Call me God”.   

.   

Note left by Snipers
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Inside the Laboratory
The entire vehicle was stored in the basement garage of the FBI building and its 

contents removed. Boxes of documents, fake ID’s, notebooks, driver’s manuals, and 

fast-food wrappers were entered into evidence in the Questioned Document Unit.  

Multiple Units inside the Lab were tasked with processing items of evidence including: 

the Explosives Unit, DNA, and the Trace Evidence Unit. 

The arrest
Living out of their Chevrolet Caprice, 

police zeroed in on two suspects sleeping 

at a highway rest stop. John Allen 

Mohammad, 42 , an Army veteran, with 

his partner and teenage accomplice, 

Lee Boyd Malvo, 17, were arrested and 

charged with murder. 

Mohammad’s motivation was finding his 

ex-wife who had fled with their children 

when the couple separated.  Malvo’s 

indoctrination by Mohammad led him 

to believe they were going to carry out a 

sniper plan inciting a racial revolution. Lee Boyd Malvo and John Muhammad

Trunk of Chevrolet Caprice Shooting position of Snipers in trunk of car



Evidence
for Examination
One particular item brought considerable attention;  a car manual recovered in the 

glovebox.  Examining each page with side lighting, areas of writing transference 

could be observed.  Working closely with the special photographic unit, the 

transferred writing was captured using special filters and lighting techniques.   

The results were indisputable.  

Three words leapt off the page “Call me God.”  

Two critical pieces of evidence recovered from a crime scene using the haunting 

phrase “Call me God”

1. Note left by Snipers     2. Tarot Card recovered at crime scene
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The Trial
I received a subpoena to testify four years later. Learning that Muhammad had fired 

his lawyers days before, I would be facing Muhammad himself.   

Making my way into the courtroom, Mohammad was seated at the desk in front of 

me.  Referring to himself in the third person, he proceeded asking questions about 

the owner’s manuals. I explained my analysis offering that handwriting transference 

had been deciphered; reading the words “ “Call me God.”  

Catching him by surprise, he loudly objected. Huddled at the judge’s desk, the 

lawyers and Mohammad argued over the admissibility of the photographs. 

The judge ruled against him allowing my testimony and the photographs to be 

introduced into evidence. It was a harrowing experience and one I will never forget.

Where are they now? 
The high profile legal cases following their crimes ended in guilty verdicts for both 

men. John Allen Muhammad was executed in 2009 while Lee Boyd Malvo remains 

incarcerated in Virginia. 

Court artist sketch of Muhammed
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Case Study Background
Mr. Souther enjoyed restoring motorcycle engines and modifying vehicles.  

His passion in life was working and riding iconic Harley Davidson’s.  The 

attorney who contacted me described Mr. Souther as a “trust fund” baby 

who enjoyed purchasing expensive motorcycles for the simple pleasure of 

taking them apart.  Fitting the narrative of an “eccentric millionaire”, the 

costs for his expensive hobbies were rarely considered. His mental health, 

however,  came at a considerable cost with immense suffering.  

The Breakdown
Adopted by his grandparents as a child, 

the facts of the separation from his 

mother, father and family are unknown.  

A decline of his mental health saw Mr. 

Souther committing suicide at the age of 

thirty-five in April 2009. 

Leaving behind a Will, his inheritance 

consisted of a sizeable estate worth 

millions. A former paralegal of  

Mr. Souther’s, quickly filed a petition for 

probate making herself the personal 

representative of his estate. This power 

grab was squashed by the Courts as his 

relatives quickly stepped in to address the 

validity of the Will.  Holographic Will left on glove
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Torn page from Bible



Pictures on a CD
Images of the Bible and gloves were sent to me for analysis. Upon first inspection, the 

handwriting appeared in a haphazardly rambling style, with distortion and could not 

be considered natural writing. With the limitation of the handwriting due to the surface 

of the documents and the mental health of the writer, only very limited results could be 

stated to the attorney. 

What happened next? 
With my verbal opinion, the judge granted 

the Souther family’s motion declaring the 

Will invalid. The remaining members of the 

Souther family regained legal rights to their 

brother’s estate.  

Interesting note: the paralegal who tried 

to make herself the representative to 

inherit millions in this case was accused 

of embezzling more than $60,000 while 

working for another law firm and faced 

another trial in 2010 for these charges. 

Holographic Will

Who was the rightful party to inherit his 

considerable estate?  

In a traditional setting, a Will would be 

witnessed attesting to the validity of the 

testator’s signature and intent. However, 

this was not the case with Mr. Souther’s 

“holographic will.”  

This Will was likely created in an 

emergency situation consisting of several 

pages of scribbled handwriting on torn 

pages from a Bible and a pair of work 

gloves. I wasn’t privy to an explanation 

why those items were selected but I 

can only surmise it was because of the 

declining health of the decedent. 

Glove with handwriting used as Will
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Stealing
a Nation
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Case Study Background
Ms. Ellen Johnson Sirleaf was the first female elected head of state in 

Liberia from 2006 to 2018. In 2009, several deputy ministers and Ms. Sirleaf 

were accused of authorizing a bank transfer valued over one million 

dollars to the EcoBank in the capital of Monrovia.  Banking documents 

were produced allegedly signed by Sirleaf and several of her ministers 

creating this unauthorized transfer.  

Background of Liberia
In the 1980’s, political tensions boiled 

over as a military coup unfolded into a 

civil war bringing two decades of political 

instability. A peace agreement in 2003 

opened the country up to democratic 

elections in 2005, in which Sirleaf was 

elected president the following year. 

This scandal was the first big test for the 

fragile new government. 

Evidence for Examination
The General Auditing Commission (GAC) of Monrovia hired me to examine the 

questioned banking documents and compare the signatures depicted on these 

documents to genuine signatures of Ms. Sirleaf. Spending over a week examining the 

original questioned and known documents, I noted several dissimilarities between the 

comparable signatures. My observations were captured in several hundred digital 

microscopic images.  

Time magazine cover of Ellen 

Johnson Sirleaf
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Keeping a Low Profile
Images of the Bible and gloves were sent 

to me for analysis. 

Upon first inspection, the handwriting 

appeared in a haphazardly rambling 

style, with distortion and could not be 

considered natural writing. With the 

limitation of the handwriting due to the 

surface of the documents and the mental 

health of the writer, only very limited 

results could be stated to the attorney. 

Returning to the U.S. 
Because this case involved the President, 

I made the decision to finalize my results 

back in the U.S. Investigating the President 

and Ministers was not an envious position.  

My understanding from the GAC (my 

clients) was a palpable sense of tension 

between the opposing factions from the 

recent civil war. Both sides now had elected 

officials in the Ministry and could be seen 

dining in the same restaurants. A few years 

earlier, this would be unimaginable.  

Outcome
My testimony cleared Ms. Sirleaf of the forged signatures. It was later revealed that Ms. 

Sirleaf always signed official documents in green ink, a fact unknown to the forger or 

myself when conducting the analysis.   

Questioned signature of Sirleaf Known signature of Sirleaf

Returning for Trial
The thought of returning never crossed my mind. I figured a high profile trial would be 

quietly settled without further publicity. I was mistaken.   

Testifying outside the U.S. is not something I had encountered before. Similar to the U.S. 

court system based on an adversarial system, I spent four hours detailing my opinion in a 

very hot open-air courtroom. 



Newspaper headline announcing my visit



Signing
Bonus
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Case Study Background
Chesapeake Energy Corporation was an oil and natural gas company 

operating in Oklahoma City, Oklahoma. The corporation frequently hired 

contractors to assist with their projects. 

One of these contractors was Mr. Justin Foust who worked with the 

company for over nine years.  As his smaller company completed jobs 

for Chesapeake Energy Corp, he would submit invoices detailing work 

completed.  Over time, Foust recognized that invoices submitted under 

$5000 would face less scrutiny by the accounting department than 

invoices over that amount. 

Fraudulent Invoices
Keenly aware of this fact, Mr. Foust knowingly submitted over 1,100 false invoices for 

work that was never performed. These false invoices rendered payouts totaling more 

than 4 million dollars. 

Evidence for Examination
I was initially contacted about this case through a referral at the FBI Laboratory.   

At issue were the numerous false invoices bearing authorizing signatures that were 

purported not to be genuine.  

Due to the large volume of specimens, copies were provided instead of original 

documents. 

Following standard procedures, a typical signature examination begins by determining: 

 Is the questioned writing (signature) distorted or naturally prepared? 

 Are the copies of sufficient quality and quantity that significant characteristics 

 of the handwriting can be observed? 

 Does the questioned writing display an internal consistency?

 (i.e. does it appear that one or multiple writer(s) prepared the writing)?   
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Handwriting 
Comparison
Handwriting dissimilarities were observed 

between the questioned and known 

signatures resulting in a strong probability 

that the questioned signatures had not 

been prepared by the known writer.  

Do you agree?

There are pictorial characteristics that 

may appear similar, but focus on the 

capital “G”, the slant of the capital “P” and 

the numerals. Looking closely, there are 

dissimilarities observed. 

Verdict 

Mr. Foust was found guilty and sentenced to ten years in federal prison for wire fraud, 

among other charges, in a court trial in 2019.  

Handwriting Chart of Questioned and 

Known Signatures
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Spring
Cleaning
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Case Study Background
A homicide victim discovered in a hotel room led FBI investigators 

searching for a possible suspect(s). Suffering several fatal blows to the 

head, crime scene investigators (csi’s) retrieved a fabric softener sheet 

stuck against the victim’s head.  

Had this been used to clean up the crime scene? 

Unusual Item
When the item entered the FBI 

Laboratory, discussions between the 

Units over who should examine the 

fabric softener sheet. 

The unusual item of evidence didn’t fit 

into the trace evidence unit and my Unit 

wasn’t sure what examinations we could 

conduct. Adding to the confusion was 

what material composed the sheet?  

Comparing
Investigators developed a suspect leading to a search of the suspect’s home. A box 

of fabric softener sheets were collected and sent to the Laboratory. Now, the question 

remained, did the sheet found near the victim’s head match the box found at the 

suspect’s home? 

Research & Testing
Researching the composition of the fabric 

softener sheet reveals they are produced 

using a synthetic, man-made fiber similar to 

paper. My colleague at the Lab decided our 

Unit would accept the evidence. 

Beginning with a literature search for similar 

types of cases produced no results. We were 

beginning at square one. 
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Production Runs
Enlisting examiners in our Unit, we asked them to conduct examinations of the 

fibers running from one sheet to another. Using the Video Spectral Comparator 

(VSC) containing alternate light sources and filters, could they make a 

determination like this? 

Preliminary research supported our theory that the fibers run continuously in the 

production process; from one sheet to the other. Armed with the results of these 

tests, research proved that a comparison like this could be conducted.   

We proceeded with the examination. 

Stack of Fabric softener sheets

Boxes of popular brands of fabric softener sheets
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Using the Video 
Spectral Comparator
The image below demonstrates the 

examination of two fabric softener sheets 

using the VSC. 

 

The fibers from this demonstration show 

the void areas are black and the fibers are 

highlighted in white. The white fibers run 

continuously from one sheet to the next. 

Fabric sheet
comparison
The questioned sheet was compared to 

the box recovered at the suspect’s house.  

Lining up the edges of the sheets with only 

a small gap between, a determination 

was reached that the questioned sheet 

had not come from the box recovered 

from the suspect’s house. The results were 

delivered to the investigators. 

Delivering Results
This unusual case forced new research into the composition of fabric softener sheets and 

whether productions runs supported that the fibers run continuously. Multiple boxes of 

softener sheets were purchased for the preliminary testing of the examiners.

The results were delivered at a professional meeting later that same year. 

Two dryer sheets demonstrating continuous fibers.
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Case Study Background
KRIC, a Belize registered firm, filed a lawsuit in 2013 with the International 

Court of Arbitration (ICA) in Zurich, Switzerland alleging it had bought a 

stake in a fund of Jordan’s second largest bank. When the fund failed to 

execute the alleged agreement, KRIC argued that the fund should pay over 

93 million Jordanian dollars. 

Flying to Geneva
I was contacted by Mr. Eric Weinburg on behalf of a law firm in Geneva, Switzerland 

that was representing KRIC.  Because the case was moving quickly and the Tribunal 

was meeting within days, I flew to Geneva with an expectation of helping the attorneys. 

Evidence for Examination
Scrutinizing the signatures of the agreement, document examiner’s hired from around 

the world compared questioned signatures on the agreement to known signatures of 

the individuals. Opinions ranged from inconclusive to indications that the signatures 

were a forgery. Two firms based in Switzerland produced reports that I reviewed before 

the Arbitration. 

Prep Work
Arriving on the ground, I was whisked away 

to meet the attorneys and begin reviewing 

the documents. This case involved multiple 

agreements that could be reviewed as 

originals. Another document examiner had 

also been retained requiring us to work 

together.  

My time centered on trial preparation.  

The attorneys needed to be prepared 

with questions to ask the other experts.  

I spent countless hours reviewing the 

qualifications and technical work of 

the other experts and debriefing the 

attorneys. 

29



International Court 
of Arbitration 
The arbitration trial proceeded much like a US court system that I was familiar.  

Both parties had multiple attorneys, clients, and experts. Both sides being financial 

powerhouses, there was no expense spared in fighting this case. 

Several days of testimony by Experts was concluded but no immediate decision 

was rendered by the Court while I was there. 

The case dragged on several years as new evidence entered into the proceedings 

which needed to be examined since 2013. 

Final Outcome
In 2017, the Federal Supreme Court of Switzerland confirmed the agreement was 

fabricated and that the SSIF was the victim of a counterfeit attempt. A further 

statement indicated that KRIC had filed the lawsuit with ill intent. 

A copy of one of the questioned and known signatures in dispute appear below. 

Questioned Agreement signed March 18, 2012 Known Signature signed June 20, 2011
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Case Study Background
A whistleblower and former employee, Ali Bahrani, filed a false claims 

act lawsuit against ConAgra, alleging that ConAgra altered thousands of 

meat and hide export certificates issued by the United States Department 

of Agriculture (USDA).  

These export certificates would accompany shipments overseas 

ensuring that the recipient country was receiving what was written on the 

Certificates.  Bahrani alleged, however, that changes or alterations were 

occurring on the Certificates deliberately to avoid paying fees charged by 

the USDA for replacement certificates. 

Maputo to Denver
The call came as I was finishing a 

teaching assignment in Maputo, 

Mozambique. Jet-lagged and five 

months pregnant, I met several 

attorney’s that would be assisting  

me in Denver, CO. 

Famous law firm 
I was contacted by the legendary Spence 

Law Firm based in Jackson, Wyoming. Gerry 

Spence, founder and partner, has represented 

notable defendants including Imelda Marcos, 

Randy Weaver and McDonalds. 

His cases are the subjects of Hollywood 

movies and television. 

Opposing Counsel

Thrust into a small conference room of the opposing attorney’s law offices, we delved 

into boxes of Export Certificates examining them for changes or alterations. The work 

was meticulous and the team flagged problematic Certificates. Once these had been 

identified, I could review the originals, take notes, enter the Certificate number,  and 

record any changes/alterations directly into a spreadsheet. 
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Working Together

I’ve never worked with a group of attorneys this way but the volume of work made this 

the most viable option.  I physically examined over a thousand certificates that would be 

included in the final report. Taking notes and creating spreadsheets, this case typified 

strong case management skills and organization; weaving my experience and expertise 

gained from the FBI into practice.  

Trial Time
Two trials were held in Denver, Colorado where I delivered my findings of alterations or 

changes that were observed. One of the key components for the jury to decide is if the 

hide certificates alterations reached the definition of a “major” or “significant” changes.

The images below demonstrating an original certificate with a replacement certificate 

with changes to the final numbers. 

Original Certificate Replacement Certificate

The Verdict

The lawsuit determined in favor of Bahrani originally but both sides appealed. The Tenth Circuit 

held that all of Bahrani’s claims failed as a matter of law and reversed the judgement. 
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Call to Action
Sharing these cases reminds me of the faith 

instilled in me by my clients and co-workers to 

do my best work. 

Working diligently with high standards is the 

service I can promise you.  

I enjoy sharing my knowledge and experience 

with students, forensic experts, and attorneys 

that seek my assistance.  

If you have a case, require training, or need 

expert advice; please do not hesitate to contact 

me at +1 (312) 343-9902.  

To learn more about my services, check out my 

website, blog, and Instagram feed. If you have 

topics, questions, or comments about these 

cases, connect with me by email and look for 

my YouTube channel coming soon. 



meredith@dekalbmiller.com

dekalbmiller.com 

+1(312)343-9902

Do you need urgent help?


